Al Chatbots and
companions

A simple search of “Al Chat” within
the App store highlights the number
of Al apps already available, many are
rated as 18+ so it is important to
speak to our children about them and
the risks associated with them.
Examples of Al chatbots that your
child may have heard of are
Character.Al (18+) and My Al from
Snapchat (13+).

What are the risks?

e Over reliance on Al companions,
for example they may replace
‘real life’ friendships or over
reliance on using them for
homework or problem solving.

e Exposure to inappropriate
content.

e Privacy/data risks.

e Misinformation as not all
information shared is correct and
can be biased.

How can | protect my child?

e Check age ratings of any apps or
websites that your child accesses.
Discuss the risks of Al chatbots
with them and have open
conversations about why they
may be using them.

Set up appropriate parental
controls on their devices/
broadband.

Chat to your child regularly and
ensure your child knows that they
should talk to you or another
trusted adult if anything concerns
them.

Further information
https://www.esafety.gov.au/newsroo
m/blogs/ai-chatbots-and-companions-
risks-to-children-and-young-people
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As some children may be receiving new
technology or related games at
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New Technology

Christmas, here is a quick reminder of

parental controls.

Games/Consoles

- Check age ratings: look at the PEGI
rating of any new games. Remember,
PEGI rates the gameplay so whilst it is important to review age ratings, you
must also check to see if it has any communication elements.

- If a game does allow your child to communicate with others, then adjust
or disable the settings as appropriate to your child.

- On the device itself, set up applicable controls such as restricting spending
limits. Follow the links below to find out how to set up Parental Controls

for popular devices here:
Xbox: https://www.xbox.com/en-GB/family-hub

PS5: https://www.playstation.com/en-gb/support/account/ps5-parental-

controls-spending-limits/

Nintendo Switch: https://www.nintendo.com/en-gb/Hardware/Nintendo-

Switch-Parental-Controls/Nintendo-Switch-2-Nintendo-Switch-Parental-

Controls-2873385.html

Tablets/Smart phones

Set up parental controls on the device to prevent purchases, restrict
content viewed and adjust privacy settings. Furthermore, remember to
check any apps your child requests to check that they are suitable for their
age. Follow the links below to find out more:

iPhones/iPad: https://support.apple.com/en-gb/105121

Android Device: https://support.google.com/googleplay/answer/1075738

Further information
https://www.internetmatters.org/parental-controls/

The Safety-First Smartphone

The Other phone is a new smartphone, which includes “SafetyMode”
software. The software automatically blocks nudity, profanity, and bullying
language in real time. You can find out more here: https://otherphone.co.uk/.

Smart Phone Free Childhood also list some alternatives that you could
consider here: https://www.smartphonefreechildhood.org/alternatives.

Please note, that the inclusion of these models does not constitute an
endorsement or recommendation. While these devices may provide a ‘safer’
alternative to traditional smartphones, there are still potential risks associated
with children using any type of phone.
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At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
conversations with children about online safety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes.
For further guides, hints and tips, pl visit nationalcoll .com.
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SAFETY OVER THE FESTIVE SEASONE

The holiday season, marked by Christmas and New Year, brings joy and togetherness but also presents unique safety
challenges for children, families and educators. From busy holiday shopping, traveling and family gatherings to
managing digital activity during school breaks, staying safe during this period requires heightened awareness. This
guide offers practical tips to help families and educators maintain a more secure and fulfilling festive period.
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Children spend more time online during school holidays,
increasing exposure to potential dangers such as
cyberbullying, inappropriate content and online
predators. Balancing screen time, avoiding harmful
websites and ensuring children engage positively online
can be difficult without proper monitoring tools. Set clear
boundaries, encourage open discussions about online
safety and use parental controls to manage content

ire and time effectively. Regular check-ins
and positive reinforcement around digital habits
encourage safe online behaviour.
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» PRACTICE FIRE
SAFETY PROTOCOLS

The incidence of house fires increases during Christmas
due to greater use of candles, cookers and electrical
decorations. Open flames, electrical overloads and the
need for quick response plans can make fire safety
challenging. Ensure smoke detectors are operational,
keep fire extinguishers on hand and teach children how
to respond in case of a fire emergency. Avoid leaving
cooking unattended and use fire-safe candles to
prevent mishaps
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4 CREATE TRAVEL

SAFETY PLANS

More families tend to travel during the holidays,
resulting in busier roads, ir

d traffic

Plan routes in advance and allow extra travel time to
avoid rushing and mitigate risks on busy roads.

4 BEWARE OF ALLERGIES

Holiday meals often involve many foods that may

llergens. Cross contami ), unclear
labelling and lack of allergy-friendly options can lead to
severe reactions. Communicate any allergy needs to
hosts, provide safe food alternatives and carry necessary
medications like antihistamines or EpiPens. Teaching
children how to advocate for themselves and recognise
dangerous foods also contributes to safer celebrations.

¢ PREVENT THE
SPREAD OF ILLNESS

Cold weather and al ing can ir

the spread of viruses like flu and COVID-19. Crowded
gatherings, schools out of session and frequent travel can
lead to higher infection risks. Emphasise hygiene,
encourage vaccination, disinfect surfaces and isolate
symptomatic individuals. Communication with children
about proper hygiene practices is essential to reduce the
spread of iliness.

Meet OQur Expert

James Whelan is a chartered health and safety consultant with 10 years
of experience in promoting family and community safety. Specialising in
risk assessment and preventative strategies, he has worked with
educational institutions, public health agencies and community groups
to deliver safety education and training.
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weather-related hazards. Weather conditions, road rage,
fatigue and busy airports can all compromise travel
safety. Pack emergency kits and adhere to seatbelt laws.

¢ STAY VIGILANT
ON THE ROAD

Increased holiday traffic heightens the risk of accidents
for both drivers and pedestrians. Distracted driving,
pedestrian safety and inclement weather can complicate
road safety. Encourage pedestrian safety practices, avoid
distracted driving and never drive under the influence.
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DECORATIONS

Festive decorations such as Christmas lights and candles
can pose electrical, fire and choking hazards if
mishandled. Frayed wires, toppling Christmas trees, small
ornaments and open flames can be difficult to control,

ially in busy h holds with children. Inspect and
mamtain decorutlons, secure Christmas trees, place
fragile or small items out of reach and ensure candles are
never left unattended. Testing smoke alarms and using
flame-retardant decorations can significantly reduce
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g SET BOUNDARIES
FOR GIFTS .3

Some toys and gadgets can present choking, sharp-edge
or safety risks, particularly for young children. Ensuring
that gifts meet safety standards and are age appropriate
can be complex with so many options available. Inspect
all toys carefully and ensure any tech devices have
parental controls. Setting expectations around safe gift
use and discarding packaging that poses arisk also helps
to prevent accidents.
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Holiday pressures can lead to burnout, which affects both
physical and mental health. Overpacked schedules and a
lack of downtime can cause stress and fatigue, leading to
1ts or poor decision making. Incorporate rest,
maintain regular routines and seek support to reduce

stress. Encourage activities that promote relaxation to
create a healthier, happier holiday experience for
everyone.

10 DRINK RESPONSIBLY \(
Alcohol is commonly present at holiday events, raising
concerns about safety and supervision. Excessive alcohol
consumption can lead to accidents, impaired judgment
and lack of supervision for children. Designate
responsible adults, limit consumption and provide
transportation alternatives for guests. Teaching

moderation and modelling responsible behaviour in front
of children ensures that celebrations remain positive and
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Source: See full reference list on guide page at: https://nationalcollege.com/guides/safety-over-the-festive-season
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Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 11.12.2024
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