
Group Chats
Is your child part of any group chats? This could be

on social media, for example on WhatsApp or within

games such as Fortnite. If so, it is important that you

are aware of the potential risks, which include:

 Inappropriate content – there is often a lack

of moderation within chat facilities so users could be

exposed to content/language that is not suitable for

their age.

 Bullying – there are many instances where inappropriate/hurtful

comments are shared within groups, this could take the form of name

calling or body shaming. Bullying can also be in the form of excluding others

from the group. These issues often overspill into ‘real life’.
 Strangers – your child could be added to groups with people they do

not know or even with someone that they have previously blocked.

 Conversations can be shared/screen shot – make sure your child is

aware that anything they share within a group can be shared with others.

 Sharing personal information – remind your child to be aware of

the information they share with others, including images and location.

How can I help make group chats safer?

 Check the recommended age rating and adhere to them.

 Set up age-appropriate parental controls, suitable privacy settings

and set screen time limits.

 On WhatsApp you can do a privacy check, by going to settings,

privacy and privacy checkup.

 Show your child how to use any reporting and blocking tools.

What else can I do?

 It is crucial to have regular conversations with your child about

the risks outlined above and about what they are doing online.

 Talk about who they are chatting with, encourage them to think

carefully about what they send and how it could be perceived by others.

Talk about positivity and not saying anything hurtful. Ask them to think

about whether they would say what they are messaging, face to face.

 Devices should be used in family rooms so you can monitor what

they are doing and who they are interacting with.

 Finally, make sure to model good digital behaviour yourself, as

children often learn by observing the adults around them.

Further information

https://www.nspcc.org.uk/keeping-children-safe/online-safety/social-

media/chat-apps/
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FreezeNova

(Unblocked

games)

FreezeNova unblocked is a website

that is free to access and contains a
wide variety of games, including

shooting, multiplayer and racing

games. This site may bypass usual

filters, making it easier for your child

to access games that you may not

want them to play. As there are a
variety of games, not all games may

be suitable for your child.

There is also FreezeNova Chat,

allowing users to chat to their friends

and meet new ones. Clearly there are

concerns with any online chat facility

as there is the potential to view

inappropriate content, risk of bullying

as well as grooming.

I could not locate any age ratings on 
this site and there are constant

adverts. Childnet have a webpage

providing advice on gaming and chat

features here:

https://www.childnet.com/help-and-

advice/gaming/

PEGI is expanding
their age ratings

From June, PEGI is adding new

categories. “Newly submitted games 
will be classified with a broader set of

criteria that will focus on content and

functionality, such as purchases of in-

game content, paid random items,

communication features, and features

that incentivise players to continue

playing.” Find out more here:

https://pegi.info/news/pegi-expands-

age-rating-criteria-interactive-risk-

categories

For further help and information please visit our AJS Website: 
Useful Links for Parents and Children 
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