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Parental Controls

Does your child have a games
console? If yes, have you set up age-
appropriate parental controls? The
controls vary across the different
consoles, but all will allow you to
restrict spending and communication
for example.

PlayStation

Set up your account as a family

manager and create a separate child

account so you can tailor their

activities. Find out more here:

https://www.playstation.com/en-
b/support/account/psn-safety-

parents-guide/

Xbox

You can download an app to manage
your child’s gaming experience. Find
out more here:
https://www.xbox.com/en-
GB/apps/family-settings-a

Nintendo Switch

Nintendo also offer a free app to
monitor what and how your children
are playing. Find out more here:
https://www.nintendo.co.uk/Nintend

o-Switch-Family/Nintendo-Switch-

Parental-Controls/Nintendo-Switch-
Parental-Controls-1183145.html

Does your child
watch livestreams?

What is livestreaming?

Livestreaming is when an individual
broadcasts video live over the internet.
People can watch livestreams from any
device that is connected to the internet.

Who is watching livestreaming?
Research from Ofcom reported that 57%
of 3 — 17 year olds have watched live
streams and the most used platforms to
watch live streams were YouTube and
TikTok. The research also showed that the
percentage watching content on livestreaming app/sites increased by age.
A third of 3-4 year olds were watching live content with this number
growing to eight in ten of 16-17 year olds. This is reported in Children and
parents: media use and attitudes report 2022 (ofcom.org.uk).

What are the risks?

There are risks associated with watching livestreams that you should be
aware of. The main risk being that your child may see or hear something
inappropriate as your child may come across themes or content that is not
suitable for them. It is difficult to moderate live content as it is happening in
real time.

How can | help my child?

e All online platforms have an age rating, ensure your child only
accesses platforms that are appropriate to their age. For example, TikTok
has an age rating of 13.

e For any platforms that your child uses, ensure appropriate parental
controls and privacy settings are applied.

e Take aninterest in what your child is doing online and on a regular
basis, ask your child to show you what they are accessing.

e Ensure your child knows how to use any reporting/blocking tools on
the app that they are using and as always please ensure that your child
knows to talk to a trusted adult if they see anything that concerns them
online.

Further information
e https://www.childnet.com/help-and-advice/livestreaming-parents/
e https://www.thinkuknow.co.uk/parents/articles/what-is-live-

streamin




What!Parents & Carers/Need\to'Know about

*LIVE STREAMING *,

Live streaming involves broadcasting and watching videos online in real time; often on'social

chats and reactions during the broadcast: such instant engagement makes this an exciting
way. to share experiences, learn from others and build digital communities: Despite the

gg\'-.STRIc,,
media or.via platforms like YouTube and Twitch. Viewers can interact through comments, b vo /O

w“AT ARE many, positives, live streaming also creates a potential platform for,unsuitable

content and poses some risks to children: it's essential to keep privacy,and
T\'\E R,SKS? safety in mind and comply,with each site or.app’s age restrictions: U o

LACK. OF AGE ‘If

VERIFICATION

Despite their age restrictions,
some platforms don't require proof
of age at sign up — meaning that
anyone cun're?lster for an account
(and potentially Fretend to be older
or younger than they actually are).
In many cases, this means that
xoung ve streamers can never be
otally certain exactly who they are
broadcasting to and who is
engaging with their live stream.
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DISCLOSING o )
PERSONAL INFO V)

A characteristic of live streaming
is the ability for videos to be
instantly shared worldwide. Without
the correct privacy settings enabled,
a child could inadvertently reveal
ersonal information or their
ocation, making them vulnerable to
online predators or identity theft. It's
wise to regularly check the privacy
settings (and what data is bein
shared) on any apps your child has
signed up for.

ANYTHING COULD
HAPPEN

As the video streams are live,
children might encounter (or
inadvertently share) inappropriate
content. Most live-streaming apps
have rules to prevent this and
monitor their services, also providing
report buttons where content can be
I‘Iagﬂed for review. It may not be

dealt with instantly, however,

during a live stream.

meaning that your child could be
* further exposed to harmful content m

Age varies by platform
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UNAUTHORISED
RECORDINGS ~ REC®

Each live streaming platform stores 1
completed videos for different
riods (Twitch saves broadcasts
or 60 days, for example, while
Facebook and YouTube remove
them only at the creator’s request).
Deleting a video, though, doesn’t
always stop it from being shared: in
some cases, streams have been
illegally recorded (or screenshots
taken) by certain viewers and
redistributed on other sites.

ROGUE CONTENT i
CREATORS =

Children can also watch other
people’s live streams, which could
?otentiullx contain anything at any
ime (such as nudity, drug use or
profanity). Most apps claim to
monitor live streams and will stop
any that don’t adhere to their
guidelines — but with millions of
streams ?er day, it's complicated to
regulate them all, so children could
be exposed to inappropriate
content without parents knowing.
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DANGER OF
GROOMING Vv

There are increasing reports of
children being coerced into
performing “suggestive acts” b
strangers on some live-streaming
apps. Due to the lack of verification
required for certain apps, almost_
anyone can sign up to these services
includin anonymously or under a
ake identity). It's vital, therefore, to
ensure the correct safety measures
- are in place before your child begins
live streaming.

Ad_\ﬁce for Parents & Carers Xy B
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PUT PRIVACY FIRST G MANAGEMULTISTREAMING () () GET INVOLVED YOURSELF Y

Through the streaming app’s settings, switch Some apps and sites let users stream their

Research suggests a significant number of streams

your child’s account to ‘private’, so only their friends content through multigle social media platforms at show a child on their own, often in a supposed safe

and followers can see their broadcasts. You could also once. A broadcast on

teamYard, for example, can space like their bedroom. If your child wants to live

turn off the live chat, shielding your child from any be shared on YouTube, Twitch, X and Facebook if the stream, ask if you could be J)resent because you're

ursetting comments - although viewers’ feedback is accounts are linked. The privacy settings can differ interested in how it works.
oft:

ou could even set up your A

en seen as an integral ﬁart of the fun. Identify any on each of these, so we’'d suggest only streaming via own account to gain a more detailed knowledge of

nearby items (such as sc

|

TALK ABOUT LIVE STREAMING

Try to start with positives before discussing potential risks.
You could ask which live streaming aﬁps your child likes and
how they use them. Do they just watch streams or create their
own? Explain why it's unwise to reveal personal information
while streaming (even to friends). If you feel your child’s too
young for live streams, explain your reasoning to them and
perhaps agree to review this decision in the future.
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Meet Our Expert

Rhodri Smith is Head of Digital Learning at Thomas's Kensington, London.
Recognised in the EdTech 50 UK Awards Yearbook 2021/22 for his efforts in the
digital transformation at Cubitt Town Primary School and Tower Hamlets, he is
also a Google for Education Certified Trainer and guest lectures at University
College London on the integration of technology across the curriculum.
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ool uniforms or visible one platform at a time to maintain greater control what your child talks about in their live streams — and
landmarks) that could give away your child’s location. over who's watching your child’s vi

eos. who they're broadcasting to.

CONSIDER THEIR ONLINE REPUTATION ‘ p )
JE

As the broadcasts are live, it often causes the misconception
among young people that whatever happens in their video simply
‘vanishes’ once the stream ends. However, videos can stay online
indefinitely or be recorded by other users. It's important that your
child understands what they do and say in a live stream could
potentially damage their online reputation and, quite possibly, be
seen by prospective future employers, colleges or universities.
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Source: https://www.iwf.org.uk/media/23jj3nc2/distribution-of-captures-of-live-streamed-child-sexual-abuse-final.pdf
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